
What we learned.   











Special warning for system administrators, network administrators and 
third parties: 
 
Do not try to solve this problem by yourselves! 
Don't change file extensions! It can be dangerous for the encrypted 
information! 
 
 
Your network has been penetrated. 
All files on each network host have been encrypted with a strong 
algorithm. 
Backups were encrypted too. 
 
Shadow copies also removed, so F8 or any other methods may damage 
encrypted data but not recover. 
 
Decryption takes from ten minutes up to several hours. 
It is performed automatically and doesn't require from you any actions 
except decoder launching.  
 
DO NOT RESET OR SHUTDOWN SYSTEM — files may be damaged. 
DO NOT DELETE readme files.Your system administrators are trying to solve 
problem by simple file extension changing. This actions seriously 
increase the time needed to recover your company's PCs and network 
servers!  
 
To confirm our honest intentions. Send 2 different random files and you 
will get them back decrypted. 
It can be from different computers on your network to be sure that one 
key decrypts everything. 
We will unlock 2 files for free. 
To get info (decrypt your files) contact us at 
DavaWittich92@protonmail.com 
or 
OvershinerAybrie@protonmail.com 
 
You will receive btc address for payment in the reply letter 
 
Ryuk 
  
No system is safe 



Protect 
your 
backups!

Stop 
the 

spread!   





Managed communications with the bad actors.

Let the Cyber Professionals Help You

Created a report that acknowledged 
what needed to be patched.

Collected the hard drives that were 
encrypted to try to establish evidence. 

Identified where to find the .exe










